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Fourth Amendment	


“The right of the people to be secure in their 
persons, houses, papers, and effects, against 
unreasonable searches and seizures, shall not 
be violated, and no warrants shall issue, but 
upon probable cause, supported by oath or 
affirmation, and particularly describing the 
place to be searched, and the persons or 
things to be seized.”	




The Problem	


“The Court argues—and I agree—that ‘we 
must assur[e] preservation of that degree of 
privacy against government that existed when 
the Fourth Amendment was adopted. . .’ But 
it is almost impossible to think of late–18th-
century situations that are analogous to what 
took place in this case.”	

•  U.S. v. Jones, 132 S. Ct. 945, 958 (2012) (Alito, J., 

concurring in the judgment)	








“Search” Defined	


•  Subjective expectation of privacy that 
society is prepared to recognize as 
reasonable; or	

–  Katz v. U.S., 389 U.S. 347, 361 (1967) (Harlan, J., 

concurring)	


•  Physical occupation of private property for the 
purpose of obtaining information	

–  Jones, 132 S. Ct. at 949	




Warrant Requirement	


•  Probable cause	

–  “…fair probability that contraband or evidence 

of a crime will be found in a particular place”	

•  Illinois v. Gates, 462 U.S. 213, 238 (1983)	


•  Particularity	

–  “…ensures that the search will be carefully 

tailored to its justifications.”	

•  Maryland v. Garrison, 480 U.S. 47, 84 (1987)	




Back to the Problem…	


•  “…foolish to contend that the degree 
of privacy secured to citizens by the 
Fourth Amendment has been entirely 
unaffected by the advance of 
technology.”	

– Kyllo v. U.S., 533 U.S. 27, 33-34 (2001)	


•  But…	




U.S. v. Knotts, 460 U.S. 276 (1983)	


•  No expectation of privacy in 
discrete movements “exposed” 
to the public	


•  Reserving the right to consider 
“dragnet-type law enforcement 
practices”	

– Knotts, 460 U.S. at 284	




City of Ontario v. Quon, 560 U.S. 746 (2010) 	


•  Must “proceed with care” 
before “elaborating too 
fully on the Fourth 
Amendment implications 
of emerging technology 
before its role in society 
has become clear…”	

– Quon, 560 U.S. at 759	




U.S. v. Jones, 132 S.Ct. 945 (2012)	


•  Installing GPS device = "trespass" onto 
private property for the purpose of 
obtaining info	


•  Concurring opinions	

–  Alito: “. . . the use of longer term GPS 

monitoring in investigations of most offenses 
impinges on expectations of privacy.”	


–  Sotomayor: worried detailed location 
information can trigger First and Fourth 
Amendment problems	




“Exposure”	


•  “What a person knowingly exposes to the 
public, even in his own home or office, is 
not a subject of Fourth Amendment 
protection.”	

– Katz, 389 U.S. at 351	


•  No expectation of privacy in information 
voluntarily given to a third party	

–  Smith v. Maryland, 442 U.S. 735, 743-44 (1979)	




“Exposed” to the Public	


•  Backyard visible from low flying airplane or 
helicopter	

–  California v. Ciraolo, 476 U.S. 207 (1986); Florida v. Riley, 

488 U.S. 445 (1989)	


•  Movements in public places	

–  U.S. v. Knotts, 460 U.S. 276 (1983)	


•  Garbage left for collection	

–  California v. Greenwood, 486 U.S. 35 (1988)	




Exposed to 3rd Parties	


•  Historical cell site information	

–  In re Application of U.S. for Historical Cell Site Data, 

724 F.3d 600 (5th Cir. 2013)	


•  Internet routing and subscriber information	

–  U.S. v. Forrester, 512 F. 3d 500 (9th Cir. 2007)	


•  Social media metadata	

–  In re Application of the U.S. for an Order Pursuant to 

18 U.S.C. 2703(d), 830 F.Supp.2d 114 (E.D.Va. 
2011)	




“Exposure”	


•  “What a person knowingly exposes to the 
public, even in his own home or office, is 
not a subject of Fourth Amendment 
protection.”	


•  “But what he seeks to preserve as private, 
even in an area accessible to the public, 
may be constitutionally protected.”	

–  Katz, 389 U.S. at 351	




Invasiveness	

•  U.S. v. Nerber, 222 F.3d 597, 601 (9th Cir. 2000)	


–  “…the legitimacy of a citizen’s expectation of privacy in a 
particular place may be affected by the nature of the intrusion that 
occurs.”	


•  U.S. v. Bond, 529 U.S. 334, 337 (2000)	

–  “But Ciraolo and Riley are different from this case because they 

involved only visual, as opposed to tactile, observation. Physically 
invasive inspection is simply more intrusive than purely visual 
inspection.”	


•  U.S. v. Cuevas-Sanchez, 821 F.2d 248, 251 (5th Cir. 1987)	

–  “indiscriminate video surveillance raises the spectre of the 

Orwellian state. Here, unlike in Ciraolo, the government's 
intrusion is not minimal.”	




21st Century “Exposure”	


•  “whether something is ‘expose[d] to the public,’ 
Katz, 389 U.S. at 351, depends not upon the 
theoretical possibility, but upon the actual 
likelihood, of discovery by a stranger.”	


•  Even if a person can reasonably expect to reveal 
some information to the public, aggregating that 
information may reveal “more” than “the sum of 
its parts” in a way not reasonably expected	

–  U.S. v. Maynard, 615 F.3d 544, 559-60 (D.C. Cir. 2010)	




Invasive Aggregation	


•  “Prolonged surveillance reveals types of 
information not revealed by short-term 
surveillance, such as what a person does 
repeatedly, what he does not do, and what 
he does ensemble. These types of 
information can reveal more about a 
person than does any individual trip viewed 
in isolation.”	

–  Maynard, 615 F.3d at 562	




“Exposure” Successes	

•  Requiring warrant to use GPS device under Katz	


–  Commonwealth v. Rousseau; 990 N.E.2d 543 (Mass. 2013); State v. Zahn, 
812 N.W.2d 490 (S.D. 2012); U.S. v. Lopez, 895 F. Supp. 2d 592 (D. Del. 
2012)	


•  Rejecting cell phones searches incident to arrest	

–  U.S. v. Wurie, 728 F.3d 1 (1st Cir. 2013), cert granted 134 S. Ct. 999; State 

v. Smallwood, 113 So. 3d 724 (Fla. 2013)	


•  Warrantless police interception of text messages on 
lawfully seized phone unconstitutional	

–  State v. Hinton, 39 P.3d 9 (Wash. 2014)	


•  Rejecting police search of cell phone in evidence locker	

–  State v. Granville, 373 S.W.3d 218 (Tex.Crim.App. 2014)	




3rd Party Reexamination	

•  “…our holding…does not imply that more intrusive 

techniques or techniques that reveal more content 
information are also constitutionally identical to the use of 
a pen register.”	

–  Forrester, 512 F.3d at 511	


•  “I would not assume that all information voluntarily 
disclosed to some member of the public for a limited 
purpose is, for that reason alone, disentitled to Fourth 
Amendment protection.”	

–  Jones, 132 S.Ct. at 957 (Sotomayor, J., concurring)	




3rd Party Successes	

•  E-mail 	


–  U.S. v. Warshak, 631 F.3d 266 (6th Cir. 2010); U.S. v. Ali, 870 
F.Supp.2d 10 (D.D.C. 2012)	


•  Private Facebook messages	

–  R.S. ex rel. S.S. v. Minnewaska Area School Dist. No. 2149, 894 

F.Supp.2d 1128 (D. Minn. 2012) 	


•  Historical cell site information	

–  Commonwealth v. Augustine, 4 N.E.3d 846 (Mass. 2014); State v. 

Earls, 70 A.3d 630 (N.J. 2013); but see In re U.S. for Historical Cell 
Site Data, 724 F.3d 600 (5th Cir. 2013)	




Cell Phone Searches	

California v. Riley, 13-132 ���
 

U.S. v. Wurie, 13-212 ���
 



http://www.indystar.com/story/news/2013/12/08/indiana-state-police-tracking-cellphones-but-wont-say-how-or-why/3908333/ 





Distinguishing Smith	


•  “When do present-day circumstances—the 
evolutions in the Government's surveillance 
capabilities, citizens' phone habits, and the 
relationship between the NSA and telecom 
companies—become so thoroughly unlike those 
considered by the Supreme Court thirty-four 
years ago that a precedent like Smith simply does 
not apply? The answer, unfortunately for the 
Government, is now.”	

–  Klayman v. Obama, 2013 WL 6598728, *18 (D.D.C. Dec. 16, 2013)	
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