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What is the Employer’s Interest in this 
Information? 

• Protecting proprietary information 

• Ensuring employee productivity  

• Monitoring inappropriate use 

• Limiting potential liability for workplace 
harassment and discrimination 
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The Right to Privacy 

• A party claiming a violation of California’s 
constitutional right to privacy must establish: 

– invasion of a legally protected privacy interest,  

– a reasonable expectation of privacy under the 
circumstances, and 

– a serious invasion of the privacy interest. 
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Is There An Expectation of Privacy? 

• Does an employee have a reasonable 
expectation of privacy in a computer owned and 
provided by the company or in her work emails? 

• Generally, No. 

• While privacy issues may arise when an 
employer monitors its employees’ emails or 
internet use, employers can generally overcome 
the employees’ expectation of privacy in these 
areas.  
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Is There An Expectation of Privacy? 

• Employees in California may have a reasonable 
expectation of privacy in the workplace, but the 
employer should have the right to control use 
and content on company computers.  

• California courts therefore recognize that an 
employee's "expectation of privacy" is virtually 
eliminated when the employee is put on notice of 
the monitoring and is told they are to use the 
computer only for business purposes. 
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TBG Ins. Servs. Corp. v. Sup. Ct., 96 Cal. 
App. 4th 443 (2002) 

• Employee issued two computers for work and 
home use.  He was fired  for violating the 
company's computer policies by accessing 
pornographic websites during work.  After 
employee sued for wrongful termination, 
company sought access to home computer.   

• Court permitted employer to inspect the 
computers because the employee had signed his 
employer's computer monitoring policy. No 
reasonable expectation of privacy even if the 
employee used computer for personal matters.  
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Limiting The Expectation of Privacy 

• To avoid an expectation of privacy, an employer 
can promulgate policies to the employees setting 
forth guidelines as to what is, and what is not, 
acceptable use of the computer.  

• The policy should make clear that the employer 
retains the right to access all information 
contained within the computer system. 
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What Should The Policy Contain? 

• A statement that the technology is owned by the 
company.  

• A statement that the computer and email will be 
regularly monitored.  

• Tell employees that they should have no 
expectation of privacy with respect to any 
personal or business use of the computer/e-mail. 

8 



What Should The Policy Contain? 

• A statement that electronic communications are 
to be used solely for company business.  

– Consider a statement that this prohibition is not 
intended to interfere with employee rights under 
the labor laws 

• A reminder that no employee, except certain 
specified high level employees, has the authority 
to alter the policy.  

• Language reminding employees that use of 
company technology must comply with all other 
company policies.  No offensive content.  
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What Should The Policy Contain? 

• A warning to employees that violation of the 
policy may result in discipline, up to and 
including termination.  

• Clear language that the policy applies to all 
forms of electronic communications, and there is 
no expectation of privacy even where the 
information is stored on a cloud service.  

• Advise the employee that the use of passwords 
does not ensure confidentiality or privacy. 

• A place for the employee to sign and consent to 
the policy. 
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Is There An Expectation of Privacy? 

• What if the employee’s own device is used for 
work purposes?  

• Studies reflect a strong preference by employees 
to use their own device for work purposes.  

• Traditional computer usage policies typically did 
not directly address privacy issues arising from 
employees using their personal mobile devices 
in connection with their job. 
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Is There An Expectation of Privacy? 

• Absent a policy to the contrary, an employee 
using a personal device would reasonably expect 
privacy in information on a device that the 
employee owns. 

• Thus, to overcome an expectation of privacy, 
companies should establish a specific “BYOD” 
policy. 
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Is There An Expectation of Privacy? 

• The BYOD policy should obtain the employee’s 
consent to employer access and monitoring of 
the device.  

• Employees should be asked to sign the BYOD 
policy and affirm that they read and understood 
it.  
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Holmes v. Petrovich Dev. Co., 191 Cal. App. 
4th 1047 (2011)  

• Holding:  No reasonable expectation of privacy 
where employee used her employer-provided 
email account and computer to communicate 
with her attorney about a potential lawsuit.  

• Why? Because of the company’s strictly worded 
technology resources policy.  

– This policy plainly stated that employees had no 
right of privacy in messages created using 
company technology. 

– The policy further warned that email was not a 
private communication and that the company had 
the right to monitor email usage.  
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Sporer v. UAL Corp., 2009 WL 2761329 
(N.D. Cal. 2009) 

• No violation of fired employee’s right to privacy for 
employer to view a pornographic video the employee 
sent from his work account to his personal account.  

• Employee had no expectation of privacy on e-mail 
transmitted on the computer system where: 

– employer had a policy of monitoring its employees' 
computer use 

– warned employees that they had no expectation of 
privacy on e-mail transmitted on the company system  

– employees to consent to such monitoring by having 
to click through a warning to access the computer 
system. 
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Employer’s legitimate need  

• Even where an employee establishes a protected 
privacy interest, the plaintiff's privacy interest 
must be balanced against any countervailing 
interests of the defendant.  

• Invasion of a privacy interest is not a violation of 
the state constitutional right to privacy if the 
invasion is justified by an important competing 
interest.  
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What legitimate countervailing interests? 

• How can an employer establish a countervailing 
interest?  

• Tether it to a legitimate business need.  

• Searches, reviews, and monitoring should be 
done in a reasonable manner aimed at collecting 
information that is relevant to the search’s 
legitimate, business purpose. 
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Hernandez v. Hillsides, Inc., 47 Cal. 4th 272 
(2009) 

• Defendant operated a group home for sexually 
abused children, and discovered someone was 
accessing pornographic websites after work on 
certain computers.  Defendant set up a hidden 
camera.  Camera was only operated at night.  
Day shift employees filed a claim.  

• Holding: The surveillance intruded into the 
employees’ expectation of privacy.  However, 
because the surveillance that was limited in time, 
place, and scope, it was not highly offensive to a 
reasonable person.  
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CAVEAT: NLRB’S Expanding Agenda  

• The NLRB has recently expanded the application 
of the National Labor Relations Act (“NLRA”) to 
regulate employer policies and actions, with 
significant implications for non-union 
workplaces.   

• What does this mean? NLRB has targeted 
employers across industries, limiting use of 
policies found to infringe on “concerted activity.” 
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Section 7 of the NLRA 

• Section 7 of the NLRA -“protected 
concerted activity”  

• Employees have a right to discuss with each 
other, the terms and conditions of their 
employment. 

• Generally requires two or more employees acting 
together to improve working conditions. 

• But action of single employee sufficient if 
employee involves co-workers before acting or 
acts on behalf of others. 
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Why Care About Section 7?  

• Section 7 of the NLRA works in 
conjunction with Section 8 of the NLRA- 
“unfair labor practice” 

• An employer violates Section 8 of the 
NLRA through maintenance of a work rule 
if that rule “would reasonably tend to chill 
employees in the exercise of their Section 
7 rights.” Lafayette Park Hotel, 326 NLRB 
824, 825 (1998), enfd. 203 F.3d. 52 (D.C. 
Cir. 1999). 
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How Does Section 7 Impact Internet Usage 
Policies? 

• Although an employer may argue an employee 
has a reduced expectation of privacy in the 
workplace, the NLRB has applied the “protected 
concerted activity” standard to internet 
communications. 

• The NLRB has found activities do not lose 
protection because it is communicated through 
the internet.  See, e.g. Valley Hospital Medical 
Center, 351 NLRB 1250, 1252-54 (2007), enfd. sub 
nom.; Nevada Service Employees Union, Local 
1107 v. NLRB, 358 F. App’x 783 (9th Cir. 2009). 
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When Does a Work Rule Interfere With 
Section 7 rights? 

• Two step- inquiry: 

• Rule explicitly restricts Section 7 protected 
activity; OR 

• If no explicit restriction: 

– Employees would reasonably construe the rule to 
prohibit Section 7 activity;  

– Rule was promulgated in response to union 
activity; or 

– Rule has been applied to restrict the exercise of 
Section 7 rights.  
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End  

• Thank you!  

• Follow up questions?  

– Linehan.jessica@dorsey.com 

– Tel: (714) 800-1400 
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